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ABSTRACT
Malicious circuit modifications known as hardware Trojans represent a rising threat to the integrated circuit supply chain. As many
Trojans are activated based on a specific sequence of circuit states,
we have recognized the ease of utilizing an instruction sequence
for Trojan activation inside a processor core as a significant security issue. To protect against this threat, we propose Control-Lock:
a novel methodology for securing inter-module control signals
against software-controlled hardware Trojans, even if the signals
are known to the adversary during fabrication. We demonstrate the
approach with a RISC-V processor infected with a denial of service
Trojan. We evaluate different Control-Lock encryption schemes
with regards to the security-cost trade-off. Our results show that
protecting a processor against a software-controlled hardware Trojan exploiting code execution implies an area overhead of only
4.75% as well as a negligible delay and power overhead.
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1

INTRODUCTION

Outsourcing the fabrication of Integrated Circuits (ICs) to external
untrusted foundries has given rise to malicious IC modifications
known as hardware Trojans [12]. These modifications can lead to
catastrophic repercussions, including Denial of Service (DoS) attacks, data theft, circuit aging alternation and others [7].
Logic encryption (locking) is a popular choice to ensure the integrity of an IC [8, 14]. It relies on the insertion of additional gates
to lock the original gate-level netlist based on a secret key. The
key is stored in a tamper-proof memory after fabrication. Since the
key is known only to the design owner, logic encryption conceals
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Figure 1: Example of denial of service RISC-V Trojan
a hardware design, thereby protecting it against hardware Trojan
injection, IP piracy and counterfeiting while being in hands of external parties [11]. Therefore, the primary objective of an adversary
is to uncover the correct key to unlock the design.
Existing logic encryption methodologies are usually applied to
isolated design components [8, 9], that we refer to as modules. Often,
it is assumed that hardware Trojans are embedded inside a module,
and therefore, a full recovery of the key is required to perform a
Trojan insertion. However, modern processor cores typically consist
of multiple modules, such as an instruction decoder, Arithmetic
Logic Unit (ALU), controller and others. Consequently, in this work,
we focus on the following attack scenario: by only identifying a few
control signals indicating the instruction type (e.g., opcode) between
processor modules, an adversary is able to insert a hardware Trojan
that can exploit software-dependent signal behavior and launch a
DoS attack resulting in a complete system failure.
Trojan Scenario: To better understand the attack scenario, let
us consider the concrete Verilog Trojan shown in Figure 1. The Trojan is located between the decoder and the ALU of the four-stage
32-bit processor known as the RI5CY core [3]. This processor is one
implementation of the open-source RISC-V Instruction Set Architecture (ISA) [4] within the PULPino System-on-Chip (SoC) [3]. In
this core, the opcode is exposed in the form of the alu_operator :
a 7-bit signal generated in the decoder and used to control the
ALU. The DoS Trojan follows a straightforward attack scenario; the
adversary is able to identify the decoder output signals representing the alu_operator selection, even if the decoder or the ALU are
encrypted. This operator is constructed based on the opcode and
funct3 fields of an instruction, both described in the RISC-V ISA.
The alu_operator is forwarded through pipeline registers from the
Instruction Decode (ID) stage to the ALU in the Execution (EX)
stage to control which instruction should be executed in the next cycle. A Trojan can utilize the alu_operator to detect a predefined rare
sequence of instructions. We selected a sequence of logical left (SLL)

(a) Exposed signals

(b) Encrypted signals
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Figure 2: Example of exposed and encrypted signals
and logical right (SRL) shifts: SRL, SLL, SRL, SLL. If the sequence is
detected, the Trojan is triggered, executing its payload by blocking
all further ALU instructions. The ALU is deactivated by setting the
signal alu_enable of the RI5CY core to 0. By remotely executing the
instruction sequence on the infected core, an adversary can trigger
this Trojan to execute a targeted DoS attack at a time of the adversary’s choice to maximize the impact of the Trojan. This can lead
to dangerous consequences, specifically in the context of military,
medical and automotive electronics. Even though many signals can
be used for Trojan activation, the opcode of a processor is a major
target since it is easily exploitable and controllable through code
execution. Therefore, protecting this subset of control signals can
significantly increase the security of a processor design.
Threat Analysis: We identified software-controlled Trojans
in processor cores as particularly alarming due to the following
reasons. We assume that this powerful Trojan can be implemented
without the need to fully unlock the logically encrypted modules, as
the Trojan utilizes only inter-module signals and does not change
the internal functionality of a module. Therefore, even if logic
encryption assures an incorrect behavior of the identified signals
for incorrect keys, a Trojan will still function correctly after the
IC is activated as it relies on the expected behavior of the utilized
control signals. Furthermore, the expected behavior of the opcode
can easily be found in, e.g., an ISA manual, making processor cores
very vulnerable to software-controlled attacks. Moreover, it stands
to reason that it is easier to identify and understand inter-module
control signals than internal signals within one module [10].
Contributions: To offer an additional layer of security apart
from logic encryption, we introduce Control-Lock; a key-dependent
encryption methodology for inter-module control signals. ControlLock encrypts a set of critical control signals (wires) by modifying
the output and input logic of a selected source and destination
module, respectively. The main contributions of this paper are:
• A methodology and multiple schemes for encrypting control signals between design modules; the signal values between the modules are always corrupted, even when the correct
keys are applied. Therefore, the design is protected against
software-controlled hardware Trojans as the correct behavior of control signals (e.g., opcode) is corrupted and cannot
be anticipated by an adversary. To the best of our knowledge, this is the first work on protecting inter-module control
signals against software-controlled hardware Trojans.
• A randomized key-dependent netlist generation flow.
• Evaluation of the proposed methodology on a RISC-V processor core case study.

2

BACKGROUND

Hardware Trojans: A hardware Trojan is defined as an intentional, undesirable and malicious modification of an integrated
circuit [5, 6]. Trojans can be inserted into the hardware design on
multiple abstraction levels, including the Register-Transfer Level

(RTL), gate-level and layout. Hardware Trojans typically consist of
two elements: the trigger and the payload. The trigger of a Trojan
is a set of signals indicating a value or state that, when encountered, activates the Trojan. After activation, the Trojan executes its
malicious functionality known as payload.
Threat Model: In this work, we focus on hardware Trojans exploiting software-dependent control signals in processor cores as
a trigger source. The payload can be manifested in various ways,
including a DoS attack blocking all further code execution. In addition, the threat model is defined as follows [8]: (i) the personnel
and tools in the design house are trustworthy, (ii) the foundry is
untrusted and (iii) the adversary has access to both an activated IC
to use as oracle from the semiconductor market and an encrypted
netlist from reverse engineering.
Security Model: Both logic encryption and Control-Lock are
applied to a netlist before the design is sent to the foundry. Since
the design is activated by the design owner after fabrication, the
security of Control-Lock depends on the secret key.

3

THE CONTROL-LOCK METHODOLOGY

Design Concept: The general idea of Control-Lock is presented
in Figure 2. Initially, the two selected modules M 0 and M 1 consist
of their logically encrypted netlists with the keys K 0enc and K 1enc .
In this scenario, Module M 0 outputs a set of signals represented
as X = {x 0, . . . , x n−1 }. Every element x i ∈ X , where 0 ≤ i < |X |,
denotes a 1-bit signal, i.e., one output signal of M 0 . X acts as a
set of control signals for module M 1 . Without the application of
Control-Lock (Figure 2 (a)), X is exposed to an adversary even if
the correct activation key is not found, acting as a potential trigger
for hardware Trojans.
To protect X , Control-Lock generates a randomized encryption
(E) and decryption (D) logic. As shown in Figure 2 (b), the set of
output signals X of module M 0 is modified by the encryption logic E,
generating the encrypted set of signals X E , before being forwarded
to module M 1 . Therefore, E is appended to module M 0 . As X E
needs to be decrypted before it can be processed, the decryption
logic D is integrated at the inputs of module M 1 . As Control-Lock
encrypts the control signals between M 0 and M 1 , X E cannot easily
be utilized for Trojan insertion, even if identified. After resynthesis,
both E and D are structurally merged into the netlists of M 0 and
M 1 , respectively. Thereby, the original X is no longer identifiable
as it becomes an internal module signal.
Implementation Concept: The encryption E and decryption
D are manifested as key-dependent sets of encodings of X to X E and
vice versa: every key value defines a randomized encoding/decoding.
Only if the correct key is provided for both E and D, a correct encoding and decoding is performed. E is represented as a netlist
depending on three inputs: the selected signals X , the set of key inputs K 0 = {k 0, . . . , k j−1 } and a set of randomly selected wires from
the original netlist W0 = {w 0, . . . , wl −1 }. As before, all elements
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Figure 3: Key-dependent netlist generation flow
of K 0 and W0 are 1-bit signals. E defines how X is encrypted and
mapped to the corrupted counterpart X E based on the sets K 0 and
W0 for module M 0 :
E : (K 0,W0, X ) → X E .

(1)

Consequently, the decryption logic D decrypts the corrupted set
of signals X E back to the original values of X , based on the set K 1
and W1 for module M 1 :
D : (K 1,W1, X E ) → X, where K 1 , K 0 .

(2)

The signals in W1 must be selected to prevent circular dependencies in the design of D; preferably from a set of wires near the
netlist inputs of M 1 and not positioned in the output cone of X E .
In the following, we discuss the design objectives and implementation details of different Control-Lock encryption schemes.

3.1

Design Objectives

To maximize the security and applicability of Control-Lock, we
define the following design objectives: (i) key-dependent corruption, (ii) indistinguishability of the encryption and decryption logic
compared to the original netlist and (iii) compatibility with any
logic encryption algorithm.
Key Dependency: The key dependency of Control-Lock is fulfilled due to its basic design concept; the output of E and D depends
on a set of keys. Correctly set keys imply that both E and D are
able to encrypt and decrypt the given signals. If at least one of
the keys K 0 or K 1 is incorrect (Figure 2 (b)), where K 0 , K 1 , the
encryption fails and the overall design functionality is corrupted.
Indistinguishability: The indistinguishability property assures
that E and D cannot be structurally divided from the original netlist
of a module so that removal-attack resilience is achieved. ControlLock fulfills this property based on the fact that E and D depend
on a set of chosen original wires W0 and W1 from the initial netlists.
For example, the encryption logic E in Figure 2 (b) depends on
the set W0 . Therefore, the functionality of E is partially driven by
the set W0 , i.e., the original logic. After resynthesis, E and D are
integrated into the module netlists. This has another important
benefit; the adversary is not able to differentiate which key inputs
are used for E or D and which for the actual logic encryption.
Compatibility: The compatibility objective is inherently fulfilled as Control-Lock can be applied to a netlist before or after
the actual logic encryption has been done without affecting the
security of the logic encryption algorithm.
In the following, we only exemplify the implementation of the
encryption logic, as the decryption counterpart is designed using
the same principles.

Figure 4: 1-bit encryption logic example: (i) TT generation,
(ii) minimization and (iii) transformation and integration

3.2

Key-Dependent Netlist Generation

To maximally obfuscate the selected X , X E should behave randomly
for any incorrect key. For correctly set keys, E and D must perform
a valid encryption of X and decryption of X E . For this purpose,
we introduce the key-dependent netlist generation flow presented
in Figure 3. The input of the flow is a set of signals X , a selected
key Km and a set of randomly selected signals (wires) Wm from
the module Mm , where m is the module identifier. The flow consist
of three phases: Truth Table (TT ) generation, Boolean function
transformation and netlist integration.
In the first phase, the TT is initialized. The input of TT is defined
with the group of signals (Km ,Wm , X ). Where Km is incorrect, a
random output is assigned for every (Km ,Wm , X ). Where Km is
correct, a selected encoding is generated and inserted into TT for
every (Km , −, X ). In case of a correct key, the encoding does not
functionally depend on the values of Wm . Afterwards, the TT is
minimized using the espresso logic minimizer [2], offering compact
Boolean functions that result in a low area overhead.
The second phase concerns the transformation of the TT into
a generic netlist. In the first step, the TT is transformed into a
string representing the Boolean function (e.g., sum of products). In
the next step, this string is parsed into an Abstract Syntax Tree
(AST). The AST is a suitable structure for generating 2-input gates
representing the Boolean function. The final netlist is stored in
plain Verilog. Finally, the generated netlist is embedded into the
original design by coupling all necessary wires to drive E and D.
A simple generation example for a 1-bit output where |Km | = 1,
|Wm | = 1 and |X | = 1, is presented in Figure 4. The selected
output x 0 is encrypted by inverting its value when a correct key
is applied. Otherwise, for an incorrect key, the encryption logic
generates a random output. After minimization, the additional logic
is integrated back into the netlist. After resynthesis, the structural
boundaries between the original netlist and the encryption logic
disappear (not shown in example). The same concept is repeated
for the decryption logic to reverse x 0E back to x 0 .

3.3

Signal Grouping Schemes

So far, we considered that every bit x i can be encrypted and decrypted individually, as shown in Figure 4. However, in order
to achieve a larger encoding/decoding space for a given key to
strengthen the encryption, we introduce the concept of signal
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(a) Design concept

(b) Implementation example

Figure 5: 1-bit signal grouping scheme

(a) Design concept

(b) Implementation example

Figure 6: 2-bit signal grouping scheme
grouping schemes. A grouping scheme defines how X is divided
into groups of signals. All signals in a group are jointly encrypted.
A grouping scheme can be defined as follows:
NG −1
E = (E0N0 , . . . , EG−1
),

(3)

where G is the number of groups X is divided into and Nk the
Í
N = |X |.
number of bits in a group k, where 0 ≤ k < G and G−1
k=0 k
1-bit Grouping: Let us first consider the simplest case of a 1bit grouping scheme where every Nk = 1, shown in Figure 5 (a).
The encryption E is implemented as the grouping scheme E =
1 ). Every E 1 , where 0 ≤ k < G, defines the encryption
(E01, . . . , EG−1
k
of a single x k individually, i.e.:
Ek1 : (Km ,Wm , {x k }) → {x kE }.

(4)

Therefore, G = |X | and x i = x k . The 1-bit grouping can be implemented as shown in Figure 5 (b); pairs (Ek1 , Dk1 ) for every x k are
implemented with a separate TT . In this example, we assume that
the correct 1-bit keys are K 0 = {0} and K 1 = {1}, for E01 and D01
respectively. Since every x kE depends only on its original x k (apart
from Km and Wm ), one TT per x k is generated.
To correctly generate Dk1 , the information about how the encryption affects x k must be transfered. For example, if Ek1 inverts
a selected x k , than Dk1 has to invert it back to restore the original
value. The 1-bit grouping scheme implements one functionality for
every x k : the signal is forwarded or inverted for a correct key.
N
N-bit Grouping: To utilize a stronger encryption, one Ek k can
jointly encrypt multiple x k (Nk > 1), creating a mutual dependency
between the selected signals. For simplification, let us assume that
X is divided into G groups of the same size, i.e.: ∀Nk = N . This
additional dependency enables a new encryption strategy: for a
selected Km and Wm , a mapping of a sequence of values can be
defined, i.e.:
EkN : (Km ,Wm , {x k ·N , . . . , x k ·N +(N −1) })
→ {x kE·N , . . . , x kE·N +(N −1) },

(5)

for every group k where 0 ≤ k < G. In general, any group of N
elements from X can be selected to mutually depend on each other.
As before, the correct mapping information must be transfered from
EkN to DkN . For example, let us consider the 2-bit grouping shown
in Figure 6 (a). In this example, X is partitioned into subsequent
groups of N = 2 elements, i.e., every group of two encrypted
signals {x kE·2, x kE·2+1 } depends on two inputs {x k ·2, x k ·2+1 }, apart
from Km and Wm . One implementation is shown in Figure 6 (b). For
simplification, we assume that the correct key values are K 0 = {0}
and K 1 = {0}. Moreover, only a small part of the truth tables
is presented. Since the selected x 0 and x 1 depend on each other,
we can define the mapping {x 0, x 1 } → {x 0E , x 1E }, for all correct
and incorrect keys. Afterwards, D needs to map all encrypted
values {x 0E , x 1E } back to the original form {x 0, x 1 } for a correct key.
This joint encryption has the benefit that the single x 0 cannot be
correctly decrypted without simultaneously considering the value
of x 1 , and vice versa. However, a higher grouping can lead to a
higher area, delay or power cost.
Furthermore, the decryption logic D can have different implementations for the same X E (if X is an input to multiple separate modules). This is also one aspect of Control-Lock in favor of
removal-attack resilience.
Note that a selected X E can also be forwarded through registers
(e.g., a pipeline). This however has no impact on the Control-Lock
scheme as long as X E connects E and D.

4

EVALUATION

This section evaluates multiple Control-Lock schemes based on a
RISC-V case study and the DoS Trojan described in Section 1.

4.1

Experimental Environment

To evaluate Control-Lock, the RI5CY core was selected [3]. RI5CY
is an open-source single-core microcontroller based on the opensource RISC-V ISA [4]. For RTL and post-synthesis gate-level simulation the ModelSim HDL simulator by Mentor Graphics was used.
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Figure 7: RISC-V case study: overhead increase for selected grouping schemes
Table 1: Initial module area, delay and power

Module
Area [GE] Min. Delay [ns] Power [mW]
Decoder
1,330
0.25
1.59
ALU
9,646
1.50
4.13
RI5CY Core
47,000
2.25
300
The logic synthesis was performed with Synopsys Design Compiler
and the Faraday 90 nm technology library. Control-Lock was implemented using C++ and Python. The PyEDA library was used for
Boolean function transformations [2].

4.2

RISC-V Case Study

Since Control-Lock is based on random behavior for incorrect keys,
it becomes a challenge to fully predict the additional area, delay
and power impact for a concrete implementation. Therefore, we
selected two modules out of the RI5CY core: the decoder (ID stage)
and the ALU (EX stage). This selection was based on the Trojan
mentioned in Figure 1.
In this case study, an encryption unit E is appended to the decoder, while a decryption unit D is integrated at the inputs of the
ALU. The initial post-synthesis area, delay and power evaluation for
the modules without any encryption and the total core is presented
in Table 1. The area is measured in Gate Equivalent (GE) for easier
comparison. The values correspond to performance optimized designs. The ALU is more than seven times larger than the decoder,
offering a suitable difference for evaluation.
The 7-bit alu_operator signal was selected for encryption with
Control-Lock. We evaluated four different bit grouping schemes
in the form of (N 0, N 1, . . . , NG−1 ), including: (1, . . . , 1), (2, 2, 2, 1),
(2, 2, 3) and (4, 3). Every number indicates one selected Nk -bit
Í
grouping, where G−1
N = |alu_operator |. The area, delay and
k =0 k
power overhead per evaluated grouping scheme is shown in Figure 7. All evaluations consider the fastest achieved implementation.
Furthermore, we assume |W | = 1 and |K | = |X |.
The highest grouping (3, 4) generates an area overhead of up to
34.7% for the decoder and 18.3% for the ALU (Figure 7 (a)). While
the area overhead increases for the decoder with higher groupings,
the area overhead for the ALU does not change significantly. Interestingly, the lowest grouping (1, . . . , 1) has even decreased the
total area of the decoder by 3.7%. In this case, the synthesis was
able to find a more optimized mapping for the integrated logic.
The ALU has marginally been affected by Control-Lock in terms
of the delay (Figure 7 (b)); only up to 4.7% for the highest grouping (3, 4), while the delay overhead for the decoder reaches up to
72%. However, the more significant area and delay increase for the
decoder for higher groupings is expected. For a selected grouping,
approximately the same amount of gates is generated for E and D.

As the ALU is significantly larger than the decoder, the additional
logic has a lower impact on its design.
Even though the delay overhead seems high for some groupings
for the decoder, we need to take two factors into account. First, the
high delay impact is only manifested in the relatively small decoder.
Secondly, we need to consider the critical path delay of the RI5CY
core to place the generated Control-Lock overhead into the right
context. In fact, the critical path delay of the core is around 2.25
ns and it is placed in one of the peripherals and not in the core
itself. Therefore, the delay overheads implied by Control-Lock in
this scenario, have no impact on the throughput of the core.
The power has been evaluated by providing the correct ControlLock key after synthesis (Figure 7 (c)). The power overhead of the
ALU reaches up to 14.2% for the grouping (2, 2, 2, 1), but decreases
to only 1.5% for the highest grouping (3, 4). Here, the synthesis was
able to find a mapping that yields a lower power overhead, but
increases the delay (4.7%). The power overhead for the decoder is
negative for all evaluated groupings (up to -28.8%). Even though this
is generally not expected, we have to consider the delay overhead
to understand this effect (Figure 7 (b)). On one hand, some of the
additional logic was placed on the critical path of the decoder,
resulting in an increased delay. On the other hand, the longer critical
path enabled more room for optimization on the shorter paths.
In general, the total area overhead for the complete core for the
highest grouping is only 4.75% for the selected control signals, while
the total power is even decreased due to the optimized decoder.
Moreover, the delay overhead is not affecting the critical path. Since
a higher grouping offers a more secure design and a reasonable
overhead (especially for larger modules), it should be prioritized.

5

DISCUSSION

This section provides a discussion on the security analysis, optimization aspects and limitation of Control-Lock, thereby indication
future improvements and research opportunities.

5.1

Security Analysis

We have to consider two security aspects of Control-Lock: the
overall and the inherent security. The overall security depends
on the security of the selected logic encryption algorithm due to
the following reasons. First, the Control-Lock key is integrated
into the logic encryption key, making it indistinguishable from
the rest of the encryption. Secondly, Control-Lock changes the
original functionality of the selected modules, i.e., the activated
design (oracle) is corrupted as well. Therefore, the primary goal
of an adversary is to first find the logic encryption key with a
logic decryption scheme [8], before being able to reason about the
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encrypted control signals. However, as the goal of Control-Lock is
to encrypt a set of signals to prevent Trojan insertion, its inherent
security depends on two factors: the dependency among signals
(N -bit grouping) and the key size (|Km |). Both factors exponentially
increase the number of possible mappings of X to X E .
To specifically attack Control-Lock, an adversary has to first identify the location (indexes) and the amount of the key bits utilized by
the Control-Lock scheme. However, this identification is prevented
due to the defined design objectives (see Section 3), forcing the
adversary to rely on random guesses. Furthermore, even after the
correct key is identified, the signals are still encoded, making it
difficult to isolate and identify the correct control signals.
In the context of the DoS Trojan described in Section 1, even
if the adversary is able to identify the correct alu_operator signals without the need to unlock the whole circuit, a simple Trojan
insertion remains unfeasible as the adversary cannot rely on the
expected behavior of the software-controlled signals. Therefore,
Control-Lock secures the selected X by excluding the direct utilization of the signals as Trojan triggers and forcing the adversary to first
decrypt the overall design, i.e., all modules affected by Control-Lock.

5.2

Optimization Aspects

Control-Lock can be applied to any control or even data signal in a
processor core. However, to hamper the overhead cost, this methodology should be limited to protecting critical signals that are easily
exploitable through instruction execution and can lead to serious
consequences, e.g., a targeted system failure. The identification of
security-critical signals in processors is left for future work.
To lower the overhead of Control-Lock, the random netlist generation can be adapted by carefully steering the output randomness
to result in low-overhead functions as well as express better cryptographic properties. This is however susceptible to security flaws
and must be further evaluated.
In this work, we assume that |X | = |X E |. However, this is not a
fixed requirement. In fact, Control-Lock can be utilized to generate
a set of encrypted signals where |X E | > |X |. Hereby, some of the
signals are redundant, but cannot be identified as such, offering a
higher security level.

5.3

Limitations

Control-Lock cannot protect against Trojans that are driven by
internal module signals, as these Trojans act within the interfaces
of one module. However, we assume that understanding the internal
signals within one module is more complex than reasoning about
its interfaces. Moreover, protecting against hardware Trojans in
infected third-party IP blocks is beyond the scope of this work.

6

RELATED WORK

To the best of our knowledge, Control-Lock is the first technique to
protect against hardware Trojans exploiting inter-module control
signals in multi-module designs. However, we mention several
alternative solutions for comparison.
One option to secure control signals is to utilize fully fledged
(data) encryption, e.g., an Advanced Encryption Standard (AES)
cipher [1]. Even though this is currently the most secure solution,
it implies having one cipher module for each E and D. Since hardware implementations of AES often exceed 20,000 gates and the
computation requires multiple cycles, this method yields high area,

power and delay overheads [13]. A simpler solution is provided by
permutation boxes (p-box). These can be utilized to permute and
reassemble the signal order in-between modules. However, p-boxes
exercise constant behavior, i.e., no key-dependency is available.
In general, the topological structure of AES and p-boxes is vulnerable to removal attacks, as these modules have easily detectable
structures and do not depend on the initial module in terms of
structure and functionality. In comparison, Control-Lock offers
removal-resilience and reasonable overhead.
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CONCLUSION

In this paper, we presented Control-Lock, a novel methodology for
thwarting software-controlled hardware Trojans exploiting intermodule control signals in processor cores. The signals are encrypted
and decrypted between modules based on the proposed randomized
key-dependent netlist generation flow. The design and implementation concepts of different grouping schemes have been described.
The applicability was demonstrated on a RISC-V processor case
study, assuming a denial of service Trojan. The experimental results
were analyzed according to the security-cost trade-off. A comparison to alternative solutions was provided, indicating the benefits of
Control-Lock. The results of the highest evaluated grouping scheme
on the larger design show a limited area overhead (18.3%) as well
as negligible delay (4.7%) and power (1.5%) overheads. Furthermore,
the total area overhead for protecting against a major attack exploiting the opcode in a processor is only 4.75%. With Control-Lock, we
encourage more research on protecting against software-controlled
Trojans in processor designs. In future work, we plan to perform
further security evaluations as well as extend the methodology in
regards to the mentioned optimization aspects.
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